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LSU HEALTH CARE SERVICES DIVIS10N

BONDS AND CRIME LOSS CONTROL POLICY

I    POLICY STATEMENT

It is tllc policy of tllc Louisiana Statc Univcrsity Hcalth Carc Scr宙
ccs D市ision(LSUHCSD)to

establish and lnaintaln a BondS/Crime Loss Control Program Thc program is designcd to
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IV  MONITORING

Thc agency's Appointing Authority or his/11cr dcsigncc shall be rcsponsiblc for rnonitoring thc

Bonds and Crimc Loss Prevcntion prograrll
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IX. SECURITYAGYSiCAMERAS AT THE ADMINISTRATIVE BUSINESS OFFICE (ABO)

Keys:

The Facility Services Director is responsible for recording and maintaining the master log of the

keys issued to employees. The master log will be maintained in Executive Administration by the

Executive Assistant.

Each employee will be issued a key to their individual office or cubicle. Employees are

responsible for maintaining key and for locking their officeicubicle each evening if office

contents includes PHI or other proprietary documentation. If employee occupies a cubicle

without a door, employee is responsible for protecting PHI in accordance with the compliance

Department's guidelines.

All keys to the building/office/cubicle shall be relinquished to Human Resources upon

termination of employment with HCSD Headquarters.

Loss of keys will be reported to the LSU HCSD Deputy CEO'

Buildins Access:

A security system is installed at the ABO on the front doors and the side door facing McClelland

Drire, ne*t io the executive offices. Human Resources is responsible for updating employee

data in the system by entering new employees and deleting employees terminating employment

with HCSD Headquarters.

The front doors will be unlocked from 7:00 am - 4:30 pm, Monday - Friday on workdays. The

side door will remain locked at all times. Employees will always be able to exit through any

door at any time. Employees will not ever be locked in'

An employee's access code is the last 4 digits oftheir SSN followed by the star symbol. i.e.,

li:+-. In ttt" case of duplicate SSN last 4 digits, employees will be assigned the last 5 digits of

their SSN followed by thi star symbol. Human Resources will notifu employees if this occurs'

You will enter your access code into the keypad which is located to the left of the doors' Access

.od.. *. to be used prior to 7:00 am and after 4:30 pm on a workday; on any holiday; on the

weekend; or any other day the office is officially closed'

An incorrect access code entered three (3) times will cause a lock-out ofthe system for 30

minutes. Access into the building is monitored on a regular basis for any unauthorized entry.

Questions regarding access, etc., should be refened to Human Resources'

Doors on the rear ofthe building and all emergency exit doors at the front of the building shall

remain locked at all times.

Securitv Cameras:



Recording security cameras have been strategically installed both outside and inside the ABO

building. The cameras are monitored on a regular basis.

Custodial Staff:

Custodial staff are contracted to provide services. They are provided with a specific code for

door access when needed. Their code cannot be used after 6:30 pm on a workday. Approval by

Elizabeth Sumrall is required for any access by custodial staff into the ABo for other than a

normal workday.

Record Storage Area:

The entrance into the records storage area shall be locked each evening and unlocked each

moming. Only authorized personnel are allowed into the records storage area. Keys to the

storage area will be maintained by the compliance officer and Human Resources.

Employees should use precaution and be aware oftheir surroundings as they enter and exit the

building.

Employees who experience/observe unusual or suspicious activities should report the activity

immediately to the Facility Services Director, Building coordinator, Deputy cEo or immediate

supervisor.

Employees whose work domicile is other than the ABo shall follow the security policy of the

location where they are domiciled.

X. PROCUREMENTCARDS

The LSU HCSD Deputy cEo and the comptroller are responsible for determining which

.mptov""r *itt in thi oiganization will be iisued a procurement card. other responsibilities

inciude training monitoring and reporting requirements related to the LaCarte procurement cards'

The cardholder will be responsible for obtaining preauthorization from the Deputy CEO for all

furchases made with the LaCute card. The cardholder must submit a p-card log and

documentation to support preauthorized purchases to Accounts Payable for timely processing'

upon termination or transfer of an employee, LaCarte cards assigned to employees will be

.iom"a during the Exit Interview, and the Employee Exit checklist will be filled out certifying

the retum offi card. The employee's will tum in log sheets for any unpaid transactions by the

ag*"v 
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time. The LS1IHCSD Deputy CEo and the Comptroller will be notified of the

e#ective date of termination to request frbm Bank of America immediate cancellation of the

"*a. 
e"y r"g sheets tumed in by the employee will be forwarded to Accounts Payable for

payment processing.

Loss of cards will be reported to the LSU HCSD Deputy cEo's offrce who will in tum notifu the

Comptroller.



xI. PROCEDURES

Procedures are to be implemented in accordance with this policy and all applicable federal and

state laws.

X[. IMPLEMENTATION

ThispolicyandSubsequentrevisionstothispoficyshallbecomeeffectiveuponthedateof
signature of the Deputy CEO of the LSU HCSD'


