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LOUISIANA STATE I'NIVERSITY
HEALTH CARE SERVICES DIVISION
BATON ROUGE, LA

Use and Disclosure of Protected Health Information for Marketing Purposes

I. SCOPE
This policy is applicable to all workforce members of the LSU Health Care Services Division
facilities, including employees, physician/practitioner practices, vendors, agencies, business
associates and affrliates.

II. PURPOSE

To provide guidance to the health care facilities and providers affrliated with the LSU HCSD on
the requirements of the Health Insurance Portability and Accountability Act, Standards for
Privacy of Individually Identifiable Health Information (HIPAA Privacy Regulations) for using
or disclosing an individual's Protected Health Information for marketing purposes.

III. POLICY

All LSU HCSD facilities and providers must obtained an individual's signed authorization

before using or disclosing the individual's Protected Health Information for marketing purposes

as defined in this policy.

All LSU HCSD facilities and providers are referred to in this policy as "Facility or Clinic."

IV. Definitions

l. Protected Health Information (sometimes referred to as '6PHI") - for purposes of this
policy means individually identifiable health information held or transmitted by a

covered entity or its business associate, in any form or mediq whether electronic, paper,

or oral. It includes demographic data that relates to that relates to:
a) The individual's past, present, or future physical or mental health or condition;
b) The provision of health care to the.individual; or
c) The past, present, or future payment for the provision of health care to the

individual, and that identifies the individual or for which there is a reasonable

basis to believe it can be used to identify the individual. PHI includes many
common identifiers such as name, address, birth date, social security number,
etc.

2. Authorization - A written document completed and signed by the individual that allows
use and disclosure of PHI for purposes other than treatment, payment or health care
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3.

operations.

Designated Record Set - is a group of records maintained by or for Facilities and

Clinics that is:

o The medical records and billiing records about individuals maintained by or for
Facilities and Clinics ; or

o Any records used, in whole or part, by or for the Facilities and Clinics to make
decisions about individuals.

o Any record that meets this definition of Designated Record Set and which are

held by a HIPAA Business Associate of Facilities and Clinics are part of Facilities
and Clinics' Designated Record Set.
- The term record means any item, collection, or grouping of information that

includes PHI and is maintained, collected, used or disseminated by or for
Facilities and Clinics.

- The term record also includes patient information originated by another
health care provider and used by Facilities and Clinics to make decisions
about a patient.

- The term record includes tracings, photographs, and videotapes, digital and
other images that may be recorded to document care of the patient.

Psychotherapy Notes - means notes recorded by a health care provider who is a mental
health professional documenting or analynng the contents of conversation during a
private counseling session or a group, joint or family corurseling session and that are

separated from the rest of the individual's record. Psychotherapy notes does not include:
medication prescription and monitoring, counseling session start and stop times, the
modalities and frequencies of treatment furnished, results of clinical tests, and any
sunmary of the following items: diagnosis, functional status, the treatment plan,
symptoms, prognosis, and progress to date.

Marketing - Except as provided below, marketing means to make a communication
about a product or service that encourages recipients of the communication to purchase or
use the product or service.

Marketing does not include a communication made in the following circumstances.
a. To provide refill reminders or otherwise communicate about a drug or biologic

that is currently being prescribed for the individual, only if any financial
remuneration received by the facility in exchange for making the communication
is reasonably related to the facility's cost of making the communication.

b. For the following treatment and health care operations purposes, except where the
facility receives financial remuneration in exchange for making the
communication

i. For treatment of an individual by a health care provider, including
case management or care coordination for the individual, or to
direct or recommend alternative treatments, therapies, health care

f,.
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providers, or settings of care to the individual;
To describe a health-related product or service (or payment for
such product or service) that is provided by, or included in a plan
of benefits of, the facility making the communication, including
communications about

o The facility's participation in a health care provider
network or health plan network;

o Replacement of or enhancements to a health plan;
o Health-related products or services available only to a

health plan enrollee that add value to, but are not part
of, a plan of benefits.

For case management or care coordination, contacting of
individuals with information about treatment altematives, ffid
related functions to the extent these activities do not fall within the
definition of treatment.

6. Financial Remuneration - means direct or indirect payment from or on behalf of a

third party whose product or service is being described. Direct or indirect payment does
not include any payment for treatment of an individual.

V. Procedure

Authorization Required for Use & Disclosure of PHI for Marketing

1. The facility must obtain a patient's or personal representative's prior authorization for
any use and disclosure of PHI for marketing purposes except as specified in the sections

below,
Communications and Clarifications Related to Financial Remuneration . An
authorization must be specific as to the use and disclosure being requested and is not to
be written in such a manner that it might be interpreted as a blanket authorization for the
use and disclosure of PHI for marketing. A blanket marketing authorization is invalid.

2. To be valid, an authorization must include:

a. All of the core elements and required statements as detailed in the HIPAA
Authorization Policy (750 I )

b. If the marketing involves direct or indirect remuneration to the facility from a

third party, the authorizationmust also state that such remuneration is involved.

c. The authorizationmust make it clear that the individual may revoke the
authorization at any time he/she wishes to stop receiving the marketing
material.

ll

lll
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3, For further guidance on authorizations, see HIPAA Authorization policy (7501) for
information on:
a. The steps for responding to and processing of authorizations for use and

disclosure of PHI;
b. The patient's right to revoke an authorization;
c. Authorization and revocation documentation and retention requirements;
d. The prohibition on conditioning of authorizations; and
e. Other requirements related to authorizations for use and disclosure of PHI.

4. Business Associates - The facility may not disclose PHI to third parties for marketing
purposes without authorization from the patient, even if the third party is acting as the
business associate of the facilitv.

1. The facility may use or disclose PHI for marketing without an authorization only if the
communication is made in the form of:

a. A face-to-face communication made by a covered entity to a patient or personal
representative; or

b. A promotional gift of nominal value provided by the facility.

c. Exceptions provided for in the definition of "marketing".

d. Communications promoting health in general and that do not promote a product or
service from a particular provider.

e. Communications about government and government-sponsored programs. The
facility may communicate with individuals about eligibility for programs, such as

Medicare and Medicaid, or State Children's Health Insurance Program, without
obtaining individual authorization.

Clarifications Related to Financial Remuneration

l. Direct payment means financial remuneration that flows from the third party (whose
product or service is being described/marketed) directly to the facility.

2. Indirect payment means financial remuneration that flows from an entity on behalf of the
third party (whose product or service is being described/marketed to the facility).
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Where a Business Associate (including a subcontractor), as opposed to the facility itself,
receives financial remuneration from a third party in exchange for making a
communication about a product or service, such communication also requires prior
authorization from the individual.

Financial remuneration does not include non-financial benefits, such as in-kind benefits,
provided to a facility in exchange for making a communication about a product or
service. Financial remuneration only includes actual financial payments made in
exchange for making such communications.

For a financial remuneration to be a consideration for this rule, the payment has to be for
a communication that encourages individuals to purchase or use the third party's product
or service. If the financial remuneration is for any purpose other than for making the
communication, then this marketing provision does not apply. For example, if a third
party provides financial remuneration to a facility to implement a disease management
progr.rm, the facility could provide individuals with communications about the program
without obtaining individual authorization as long as the communications are about the
facility' s disease management program.

Responsibilities

1. The facility Privacy Offrcer is responsible for evaluating certain types of communications
to patients and determining whether the communication meets the definition of
"marketing" and therefore requires obtaining the patient's or personal representative's
authorization for the marketing communication or purpose.

Note: Many communications with patients are for purposes other than marketing and it is
not intended that this review process introduce any obstacles or hardships as it relates to
treatment of the patient or access of the patient to quality health care.

2, The facility HIM Director or designee'is responsible for obtaining authorizations from
patients for use and disclosure of PHI for marketing purposes.

3. The facility Privacy Officer, is responsible for determining whether a "promotional gift is
of nominal value".

4. The facility must obtain business associate contracts with any business associates

involved in the production, distribution, or processing of marketing communications if
patient PHI is used.

3.

4.

5.
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Special Considerations

Facility's Own Uses - The facility may use PHI to communicate with individuals about
the facility's own health-related products or services, the patient's treatment, or case
management or care coordination for the individual, and may make the communication
itself or use a business associate to do so.

Notice of Privacy Practices - The facility Notice of Privacy Practices must contain a
statement indicating that disclosures of protected health information for marketing
purposes, and disclosures that constitute a sale of protected health information require
individual authorization.

PHI is Not for Sale - Patient medical information should not be a commodity in the
marketplace, and should not be made available for purchase or sale by atry patient or
entity.

Communications Promotins Health - A communication that merely promotes health in a
general manner and does not promote a specific product or service from a particular
provider does not meet the general definition of "marketing." Such communications may
include population-based activities to improve health or reduce health care costs as set
forth in the definition of "health care operations". Therefore, communications such as

mailings reminding women to get an annual mammognrm, providing information about
how to lower cholesterol, advising of new developments in health care, health or
'wellness' classes, support groups, and health fairs, are permitted, and are not considered
marketing.

Newsletters - The facility may make communications in newsletter format without
authorization so long as the content of such communication is not "marketing" as defined
for purposes of HIPAA.

REFERENCES:

1.

2.

3.

4.

5.
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45 C.F.R. 164.508

Attachment A: Authorization for Use and Disclosure of
Protected Health Information for Marketing purposes

Patient ldentification

Printed Name:

Address:

Date of Birth:

Social Security #: Telephone:

lnformation To Be Released - Covering the Periods of Health Care

From (date) to (date)

Please check type of information to be released:

Purpose of Request

' Marketing purposes as described here:

Pavments to Facilitv
This marketing activity involves direcl or indirect compensatiorVpayment from a third party to lVame of Facilityfor lhis
use of protec{ed health information. Check One: tr Yes tr No Initiale

Person Authorized to Receive Information
Name:

Address:
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Drug and/or Alcohol Abuse. and/or Ps.vchiatric. and/or HIV/AIDS Records Release
I understand that if my medical or billing record contains information in reference to drug and/or alcohol abuse,
psychiatric care, sexually transmitted disease, Hepatitis B or C testing, and/or other sensitive information, I agree to
its release. Check One: D Yes ! No Initials

I understan_d that if my medical or billing record contains information in reference to HIV/AIDS (Human
lmmunodeficiency Virus/Acquired lmmunodeficiency Syndrome) testing and/or treatment, I agree to its release,
Check One: ! Yes I No Initials

Time Limit & Right to Revoke Authorization
Except to the extent that action has already been taken in reliance on this authorization, at any time I can revoke this
authorization by submitting a notice in writing to the facility Health Information Manager al flocation & maiting
addressl. I understand that I can revoke this authorization at any time, and this rcvocation means that I will
not receive any additional marketing materials from (name of Hospital). Unless revoked, this authorization will
expire on the following date or event lf no expiration date is set
forth this authorization will expire 180 days from date of signature.

Re-disclosure

I understand the information disclosed by this authorization may be subject to re-disclosure by the recipient and no
longer be protected by the Health Insurance Portability and Accountability Act of 1996. The facility, its employees,
officers and physicians are hereby released from any legal responsibility or liability for disclosure of the above
information to the extent indicated and authorized herein.

I understand that fName of Facility] may not condition my treatment on whether I sign this authorization form unless
specified above under Puroose of Request. I can inspect or copy the protected health information to be used or
disclosed. I authorize to use and disclose the

(Name ot Facllity or Provlder)
protected health information specified above.

Signature: Date:

Authority to Sign if not patient:

ldentity of Requestor Verified via: n Photo lD tr Matching Signature D Other, specify

Verified by:
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LOUISIANA STATE I]NIVERSITY
HEALTH CARE SERVICES DIVISION

use and Disclosure of Protected Health Information for Fundraising

I. SCOPE

This policy is applicable to all workforce members of the LSU Health Care Services Division
facilities, including employees, physician/practitioner practices, vendors, agencies, business
associates and affi liates.

The notice and opt out requirements reviewed in this policy regarding fundraising
communications apply only where the Facilitj' is using or disclosingprotected health
information to target the fundraising communication. If the Facility does not use protected
health information to send fundraising materials, then the notice and opt out requirements do not
apply. For example, if a Facility uses a public directory to mail fundraising communications to
all residents in a particular geographic are4 the notice and opt out requirements are not
applicable.

II. PURPOSE

To provide guidance to the health care facilities and providers affiliated with the LSU HCSD on
the use or disclosure of an individual's Protected Health Information for fundraising purposes.

III. POLICY

All LSU HCSD facilities and providers may use or disclose an individual's Protected Health
Information for fundraising purposes as described in this policy.

All LSU HCSD facilities and providers are referred to in this policy as "Facility or Clinic."

fV. Definitions

1. Protected Health Information (sometimes referred to as (PHI') - for purposes of
this policy means individually identifiable health information held or transmitted by a
covered entity or its business associate, in any form or media" whether electronic, paper,
or oral. It includes demographic data that relates to that relates to:
a) The individual's past, present, or future physical or mental health or condition;
b) The provision of health care to the individual; or
c) The past, present, or future payment for the provision of health care to the

individual, and that identifies the individual or for which there is a reasonable
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basis to believe it can be used to identifr the individual. PHI includes many
common identifiers such as name, address, birth date, social security number,
etc.

Authorization - A written document completed and signed by the individual that allows
use and disclosure of PHI for purposes other than treatment, payment or health care
operations.

Designated Record Set - is a group of records maintained by or for Facilities and
Clinics that is:

o The medical records and billing records about individuals maintained by or for
Facilities and Clinics ; or

o Any records used, in whole or part, by or for the Facilities and Clinics to make
decisions about individuals.

o Any record that meets this definition of Designated Record Set and which are
held by a HIPAA Business Associate of Facilities and Clinics are part of Facilities
and Clinics' Designated Record Set.

- The term record means any item, collection, or grouping of information
that includes PHI and is maintained, collected, used or disseminated by or
for Facilities and Clinics.

- The term record also includes patient information originated by another
health care provider and used by Facilities and Clinics to make decisions
about a patient.

- The term record includes tracings, photographs, and videotapes, digital and
other images that may be recorded to document care of the patient.

4. Fundraising - A communication to an individual that is made by the Facility, an
institutionally related foundation, or a business associate on behalf of the Facility, for the
purpose of raising funds for the Facility. The communication may be in a variety of
forms, including phone contact, mailing, and emailing. No matter the format of the
communication, it must be clear to the individual that he or she may opt out of further
solicitations.

V. Procedure

1. The facility or clinic may use, or disclose to a business associate or to an institutionally
related foundation, without a signed authorization from an individual the following
Protected Health Information for the purpose of raising of funds for its own benefit: (1)
Demographic information relating to an individual; (2) Dates of health care provided to

2.

3.
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an individual; (3) Department of service; (4) Treating physician; and (5) Outcome
information.

a. Demographic information includes names, addresses, other contact information,
age, gender, and date of birth. Insurance status is also included in this class of
information.

b. Department of service information includes general information about the general
department of treatment, such as cardiology, oncology, or pediatrics.

c. Outcome information includes information regarding the death of the patient or
any sub-optimal result of treatment or service so that such patients may be
screened and eliminated from fundraising solicitations.

d. NOTE: The Facility must apply the minimum necessary standard to ensure that
only the minimum amount of protected health information necessary to
accomplish the intended purpose is used or disclosed.

2, The facility must have a business associate contract in place before disclosing patient
information to a consultant or outside entity for fundraising purposes.

o To use or disclose other Protected Health Information related to an individual
besides the categories included in V.l above, the facility or clinic must obtain the
patient or personal representative's authoizationto use such information for
fundraising purposes. Examples of such information include but are not limited
to: a patient's illness, diagnosis, or treatment; or

o other non-demographic information for fundraising purposes.

See [HIPAA Policy on Authorization (7501)1.

3. The facility may filter patient nurmes for targeted or other fundraising purposes based
upon the demographic information.

4. The Notice of Privacy Practices of the Facility must contain a statement that the
individual has a right to opt out of receiving fundraising communications.

Request to Opt Out of ReceivinLFurther Communications

1. The method for an individual to elect not to receive further fundraising communications
should not cause the individual to incur an undue burden or more than a nominal cost.

a. Requiring individuals to write and send a letter to the Facility is considered an
undue burden, and not permitted under the Rule.

b. The facility may have an individual return a pre-printed, pre-paid postcard to opt
out of fundraising communications.

c. Other options such as the use of a toll-free phone number, an email address, or
similar opt out methods that are simple, quick, and inexpensive may also be
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considered by the Facility as methods for the individual to communicate the
desire to opt out of fundraising communications.

The facility fundraising communications must include a statement describing how the
patient can opt out of receiving futrue fundraising communications and stating that the
facility will take reasonable efforts to ensure the patient does not receive future
fundraising communications.

The facility may continue to send information about educational and other events to a
patient who has opted out from receiving fundraising communications.

Newsletters and other types of communications conceming facility events may include
active or passive fundraising. These types of communications sent out to broad sections
ofpatients or general audiences do not require an 'opt out' clause.

The Facility may choose to have the patient consider opting out of a campaign specific
fundraising communication, or all future fundraising communications. Whichever
option is chosen, the Facility must have data management systems and processes in place
to timely track and flag those individuals who have opted out of receiving frrndraising
communications to ensure that the Facility is not sending additional fundraising
communications.

6. The opt out communication should clearly inform individuals of their options and any
consequences of electing to opt out of further fundraising communications. Under no
circumstances may one of the consequences be that treatment or payment be dependent
on allowing fundraising communications.

Abilit), to Opt Back In to Fundraising Communications
The Facility has the discretion to determine how individuals should be able to opt back in
to fundraising communications. For example, the Facility could provide a phone number
that individuals could call to be put on a fundraising list.

Responsibilities

1. The Privacy Officer, is responsible for reviewing and approving all fundraising
communications using PHI.

2. The Adminishative Office or designee is responsible for receiving and processing patient
requests to opt out of receiving further fundraising communications.

2.

3.

4.

J.
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3. The Contracts, Purchasing, or Administrative Office, with input from the Privacy Officer
and contracts personnel, is responsible for obtaining business associate contracts with any
business associates involved in the production" distribution, or pr)cessing of fundraising
communications.

REFERENCES:45 C.F.R. $ 164.514(D
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